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Foreword

This guide tries to explain what happens when you launch an EC instance in AWS from a high-
level perspective. When you launch an EC2 instance using default settings, the VPC, Subnets,
and IGW are automatically set up for you thus you don’t need to worry about them. Certain
additional details are omitted and you are encouraged to deep dive into them on your own.



Concept You need to know

EC2 Instance
Think of it like a server machine, with its own CPU, RAM memory, and hard disk space. Similar
to your computer but provided by a Cloud Service Provider (like AWS).

An EC2 instance can have the following actions related to its state:

- Start (launch the instance) from a newly created instance or a previously stopped
instance or an EBS snapshot.

- Stop: Shut down your instance, but keep the EBS volume (hard disk space) associated
with it.

- Terminate (Think first before you click this): Shut down your instance and delete the
EBS volume (hard disk space) associated with it. which means any software installed
will be gone and you will have to reinstall them again when you launch a new
instance.

One recommended practice is to create an EBS snapshot of your instance whenever you
install new software / perform a major configuration change. You can then use the snapshot as a
backup, use it to launch a new instance without the need to reinstall the software required,

etc. Note to delete older version of EBS snapshot to save cost

An EC2 instance launched with default settings will have a public IP address and a private IP
address automatically assigned to it. Note you need to set up a Security Group (SG) to allow the
inbound traffic into your instance.

Public IP Address
Allows you to connect to your EC2 instance over the internet.

By default, AWS will automatically assign a new public IP address when you launch an instance.
That means your public IP address will be different every time you start your instance.

One way to fix the public IP address is to associate your instance with the Elastic IP address.
Then the public IP address will be the same as the Elastic IP address during every start. Note
Elastic IP address is not free.


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html

Concept for Your Knowledge

Private IP Address
A private IP Address is one way for your EC2 instance to connect to other resources in your VPC
without going through the internet.

Knowledge to set up and use the private IP address is not required to complete the
assignments. But if you want to know more:

The private IP address is not visible to the internet. So you can use any address you want without
worrying that someone may be able to access it.

In practice, private IPv4 address ranges that you can use are specified in RFC1918

o 10.0.0.0 - 10.255.255.255
e 172.16.0.0 - 172.31.255.255
o 192.168.0.0 - 192.168.255.255

The private IPv4 address is associated with a subnet. A subnet will have an associated CIDR
block defined. The CIDR block defined the range of private IPv4 addresses that can be used
within the subnet.

Example CIDR block range for a subnet

- 172.16.0.0/20

- The /20 indicates the non-available bits for the subnet portion of the address.

- An IPv4 address will have 32 bits, where each block number between the dots can have
values between 0 — 255 (8 bits).

- So if 20 bits are not available, the available bits are then 12.

- which means there are 212 addresses that you can use in your subnet.

- In the example above, these addresses will start from 172.16.0.0 and up to 172.16.15.255.

For AWS, the first four IP addresses and the last IP address in each subnet CIDR block are not
available for your use, and they cannot be assigned to a resource.
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html

Similar to a Public IP address, the private IP address is automatically assigned when you launch
your instance. See the addendum for how to set up a private IP address when launching your
EC2 instance.


http://www.faqs.org/rfcs/rfc1918.html
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html

VPC
A virtual private cloud (VPC) is an abstract concept, it means a secure, isolated private cloud
hosted within a public cloud.

VPC is region-specific (region: AWS Data Center Location). All resources you launch within the
same region will be assigned to the same VPC by default. You can create separate VPCs for the
same region, but the knowledge to do so is beyond the scope of the course and assignments.

The VPC will group the resources into subnets. One subnet is usually associated with an
Availability Zone (AZ: AWS Data Center).

The VPC will need an Internet GateWay (IGW) to connect to the Internet.
You can view your VPC settings in Your VPCs page (see screenshot below).

VPC 3 YourVPCs » vpc-07d72f5d417a106c9

vpc-07d72f5d417a106c¢9

Details info
VPCID State DNS hostnames
@ vpc-07d72f5d417a106¢9 Available Enabled

Tenancy DHCP option set Main route table

Default dopt-0851ad887ebd2fafd rtb-0011d515839a77d93
Private Address Spaces

Default VPC Fvd CIDR - IPvé pool

Yes 172.31.0.0/16 used by your VPC -

Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID

Disabled

[ 753291376351

Resource map New CIDRs Flow logs Tags
Resource map info
VPC  Show details Subnets (4) Route tables (1) Network connections (1)
our AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks

vpc-07d72f5d417a106¢9

Was the resource map helpful X

today?

Give us feedback as often as
paossible. We are improving

continually.

us-west-2b

subnet-07c8823076b467c35

us-west-2¢

subnet-0dbd9bf1363f30099

84877b050f

£

™ each subnet has its own private
address spaces auto assigned

subnet-0632e618bc71b57b4

us-west-2d

subnet-019251c9f3ff68077

Figure 1: Reference Your VPCs page on AWS

By Default, one subnet for each AZ,
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Addendum

How to set the private IP address when launching EC2
1. When launching a new EC2 instance from the template, click Edit Network Settings

v Network settings info

Network Info
vpc-Oeaa3f2cefcac4538

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

. Anywhere
Helps you connect to your instance

0.0.0.0/0

[] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

(] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.




2. Select a subnet from the default VPC, then click the text “Advanced network connection”
at the bottom.

v Network settings info

VPC - required Info

vpc-Oeaa3f2cefcac4538 (default) v c
172.31.0.0/16

subnet-0d160f9c9f2921093

VPC: vpc-Oeaa3f2cefcac4538  Owner: 991911679577  Availability Zone: us-west-2c v C Create new subnet [
resses available: 4091  CIDR: 172.31.0.0/20)

Auto-assign public IP Info

’ Enable v ‘

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ (O Select existing security group ‘

Security group name - required

launch-wizard-1 ‘

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-/(#,@[]+=&;{}'$*

Description - required Info

’ launch-wizard-1 created 2023-09-02T723:11:33.716Z ‘

Inbound Security Group Rules

v Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info Port range Infoe
ssh v l TCP 22
Source type Info Source Info Description - optional info
’ Anywhere v l Add CIDR, prefix list or security e.g. SSH for admin desktop

/A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

’ Add security group rule ]

» Advanced network configuration




3. Set your Primary IP for the Private IP address, note the address must be valid according

to the subnet chosen.

Network interface 1

Device index Info

0

Subnet Info

subnet-0d160f9c9f2921093
IP addresses available: 4091

Secondary IP Info

Select

IPv6 Prefixes Info

Select

The selected instance type does not
support IPv6 prefixes.

Elastic Fabric Adapter Info

EFA is only compatible with certain
instance types.

Add network interface

Network interface Info Description Info

New interface v ‘ ‘

Security groups Info rimary IP Info

New security group 123.123.123.1

IPV6 IPs Info IPv4 Prefixes Info
Select Select
The selected subnet does not support IPv6é  The selected instance type does not
IPs. support IPv4 prefixes.
Assign Primary IPv6 IP Info Delete on termination Info
Select Select v

A primary IPv6 address is only compatible
with subnets that support IPv6.

Network card index Info

Select

The selected instance type does not
support multiple network cards.



